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Abstract

The adoption of capability-based architectures such as Capability Hardware Enhanced RISC Instructions
(CHERI) in constrained RISC-V systems raises open questions regarding performance overheads, verification
complexity, and practical evaluation methodologies. Virtual prototyping provides an effective means to explore
these questions early in the design process, before committing to Register-Transfer Level (RTL) implementations.
In this paper, we present a CHERI-enabled RISC-V Virtual Prototype (VP) targeting constrained embedded
systems and demonstrate its use for early architectural evaluation. We describe VP-based verification workflows
for both software and hardware and report early performance insights focusing on CHERI tagged memory
management. Our experiences highlight the benefits of VPs for guiding CHERI adoption decisions and identify
practical challenges, including the need for lightweight benchmarks suitable for constrained environments.

Introduction

The increasing deployment of Internet of Things (IoT)
devices [1] in safety- and security-critical domains has
made memory safety a primary design concern [2, 3].
Many embedded systems are implemented in low-level
languages such as C and operate under strict resource
constraints, limiting the applicability of traditional
software-only security mechanisms [4]. As a result,
architectural support for memory safety has gained
renewed attention in the embedded RISC-V ecosystem.
Capability-based architectures, in particular CHERI,
provide fine-grained spatial and temporal memory
safety through unforgeable, permission-carrying point-
ers enforced in hardware [5]. While CHERI has been
extensively studied in server-class and desktop systems,
its adoption in constrained RISC-V platforms raises
open questions regarding hardware overheads, perfor-
mance impact, and verification complexity. Addressing
these questions early in the design process is crucial
before committing to full RTL implementations.

VPs offer an effective means to explore such design
trade-offs at an early-stage. By abstracting hardware
behavior while retaining architectural fidelity, VPs
enable rapid experimentation with software stacks, se-
curity mechanisms, and microarchitectural features [6].
However, existing CHERI research largely focuses on
hardware implementations or operating system sup-
port [7], with limited attention to VP-based early eval-
uation workflows targeting constrained devices. In this
paper, we present CHERI-VP, an instruction-accurate
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Figure 1: CHERI-VP: Our CHERI-enabled 32-bit
RISC-V VP for constrained devices.

RISC-V-based VP with 32-bit CHERI support. Specif-
ically, this paper makes the following contributions:
(i) a CHERI-enabled RISC-V VP framework target-
ing constrained devices, (ii) a VP-based methodol-
ogy for early evaluation of CHERI adoption, covering
memory safety behavior, verification workflows, and
performance trade-offs, and (iii) initial insights from
VP-driven case studies on CHERI verification and
tag-memory performance. An overview for contribu-
tions (i), and (ii) is shown in Figure 1, highlighting the
VP-based approach for development of safe IoT appli-
cations, while Figure 2 shows how CHERI-VP can be
utilized for exploring performance improvements for
secure constrained devices.

Verification Workflows for
CHERI-enabled Systems

Ensuring correctness of CHERI-enabled systems re-
quires verification across both software and hardware
layers. While CHERI-specific verification results are
still at an early-stage, our CHERI-VP enables the
development and evaluation of verification workflows
that can be applied to CHERI-based architectures.
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Figure 2: VP-based exploration of IMC-accelerated archi-
tecture optimization with CHERI benchmarks.

On the software side, we investigate the use of sym-
bolic execution techniques to guide test generation
toward memory safety violations that manifest as
CHERI exceptions. Early results show the poten-
tial of CHERI-VP to uncover security vulnerabilities
related to spatial and temporal memory safety vio-
lations documented in the Common Weakness Enu-
meration (CWE) [8]. Utilizing prior experience with
symbolic execution for embedded software, relevant
execution paths through the software to detect such
violations are identified. By employing CHERI as an
error detection mechanism, CHERI-VP enables early
exploration targeted at the automatic detection of secu-
rity vulnerabilities recorded in the CWE in real-world
embedded software.

On the hardware side, CHERI-VP serves as an ex-
ecutable reference model for CHERI instruction se-
mantics and capability propagation. We leverage
mutation-based verification and instruction stream
generation techniques to validate the functional cor-
rectness of CHERI instruction handling in the VP.
These workflows form the foundation for future
cross-level verification against CHERI-enabled RTL
implementations.

Early Performance Insights and
Optimization Exploration

Performance overhead is a key concern when adopting
CHERI in resource-constrained systems. One notable
source of overhead is tag memory management, which
requires additional memory accesses during capability
store operations to maintain non-addressable tag bits.
Here, emerging techniques like In-Memory Comput-
ing (IMC) can help to reduce data movement in order
to increase performance [9]. Using our CHERI-VP, we
study the performance impact of tag memory updates
under representative embedded workloads and explore
architectural optimizations aimed at reducing this over-
head. In particular, we model an IMC-accelerated
tag memory organization that reduces explicit load-
modify-store sequences during tag updates.

Figure 2 shows an overview of our VP-based ex-
ploration flow for IMC-accelerated tagged memory
optimization. Assuming IMC operation latency to
be negligible compared to main memory access time,
our early VP-based results indicate a measurable
reduction of 6% to 11% in tag update overhead

and overall execution time for CHERI-intensive work-
loads. During this exploration, we identified a lack of
readily available benchmarks suitable for evaluating
CHERI-enabled architectures in constrained embed-
ded environments, as existing CHERI benchmarks
often assume the presence of full operating systems
such as CheriBSD. As a mitigation, we employed in-
struction stream generation with TestRIG [10] and
applied additional CHERI-enabled post-processing to
construct lightweight benchmark workloads that exer-
cise capability manipulation and tag-memory behavior
without requiring a full software stack.

Conclusion

This paper presented CHERI-VP, a framework for
the early evaluation of CHERI in resource-constrained
RISC-V systems. Through CHERI-VP, we explored
verification workflows, obtained early performance in-
sights, and identified practical challenges related to
evaluating CHERI-specific mechanisms in embedded
environments. Our experiences show that VPs are
an effective tool for guiding early CHERI adoption
decisions and architectural optimization efforts. Fu-
ture work will extend these workflows with deeper
CHERI-specific verification results and broader bench-
mark coverage.
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